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1. Ilepeuenn Hemob3yeMpIx onpeje/ieHHi, 0003HaYeHH U COKpaIMeHuit

AWB —  AnMummctpatop HH(POPMAITHOHHOM GE30MacHOCTH.
APM —  AsromatusmpoBaHHOe pabouee mecTo.
AC —  ABTOMaTH3MpOBAaHHAS CHCTEMA.
Ub — Hndopmanmonnas 6€30MacHOCTD.
WP — Hndopmaumonnsie PeCypCEHI.
UC — Undopmanmonnas cucrema.
M3 —  Mexcetesoii sxpan.
HCI —  Hecaukumonuposanubiit JIOCTYII.
OC —  Onepanuonnas cucrema.
IIb — Tlomuruxu GezonacHocTH.
[IIa — TIlepconanpHsle AaHHEIE.
II0 —  Tporpammuoe obecreuenwue.
C3U —  Cpenctro 3amuTe! uHbOpMaLHH.
9BM —  DneKtpoHHas - BEMHCIHTENBHAS MALIHHA,
[IK — IlepconanbHbrit KOMIIBIOTEP.

ABTOMATH3HDOBAHHAsI CHCTEMA - CHCTEMA, COCTOsIIIas U3 IEepCOHAla M KOMIUIEKCa
CPEACTB aBTOMATH3allMH €ro JAESTETbHOCTH, PealH3yromas HUH(POPMAIHOHHYIO TEXHOJIOTHIO
BBINIOJIHEHHUS YCTAHOBJIEHHBIX (DYHKIIHIA.

AavunucTpaTop MHGOPMANMOHHOH Ge3omacHoCTH - CNCUHATHCT WIH TIpylna
CHCIMAIACTOB  OPTaHM3AlMHK, OCYMIECTBISIOMMX KOHTPOIb 3a OOEcHeYeHHeM 3aIIATEI
uHpopmammu B JIBC, a Takke OCymIECTBISIONE OpraHU3alHUI0 pabOT MO BEHISABICHHIO U
TIPEAYNPENCHHIO BOSMOKHEIX KAHAIOB yTEUKH HHOPMAIMH, OTEHIHATBHBIX BO3MOKHOCTE]
ocymectsinenns HC/l k 3ammmaemoit uapopmarmm.

HocTyn k mHGOpMANMH - BO3MOKHOCTE TOJTy9eHHUsI ”HPOPMAIIMH U €€ HCIOJIb30BaAHMS.

Mnenraduxanus - npucsoenne cyGsexram mocTyna (MmoJb30BaTelsM, Mponeccam) u
00BeKTaM JocTyna (HH(OPMALHOHHBIM pecypcaM, ycTpoicTBam) uneHTHOUKaTopa M (WITH)
CPaBHCHHE NPEBABIIEMOr0 HACHTH(HUKATOPA C [IEPEYHEM TIPHCBOEHHBIX HIICHTH()HUKATOPOB.

Undopmanus - 510 aktus, KOTOpBIi, MOAOGHO IpyruM akTHBaM OGIIECTBA, MMeeT
HCHHOCTE H, CIIEZI0BATEIBHO, IOJDKEH ObITh 3allUINEH Ha IeKAIIUM obpazom.

Uudopmanuonnas Gezomacmoers - MCXaHM3M  3aIlUTBl, O00ECIeUYNBAIOIIHIA
KOH(HIEHIMATBHOCTS, I1€JI0CTHOCTD, AOCTYIHOCTh MH(DOPMAIHHU; COCTOSHHE 3aIUINEHHOCTH
MHOOPMAIHOHHBIX aKTHBOB OOMIECTBA B YCIOBHSIX yrpo3 B HHpOpPMaNHOHHON cdepe. Yrpossi
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JlocTyn kK nHGOpPMAaMHU - BO3MOXKHOCTB TOTY4eHUS HH()OPMAINK U €€ UCTIOIb30BAHUS.

HNpenTnukanus - NpucBOEHUE CyOBbEKTaM JAOCTyna (IoJIb30BaTelsiM, Ipoleccam) U
o0beKkTaM JocTymna (MH(pOPMAIMOHHBIM pecypcaM, YCTpoWcTBaM) HAeHTH(UKaTopa M (WIIH)
CpaBHEHHE MIPEIBSIBIAEMOr0 UACHTU(PHUKATOPA C IEPEUYHEM TPUCBOCHHBIX UIEHTH(PUKATOPOB.

Nudopmanus - 370 akTUB, KOTOpBIA, MOJOOHO APYrUM aKkTUBaM OOILIECTBA, UMEET
LIECHHOCTb U, CJI€I0BATEIbHO, JOJDKEH OBbITh 3alUIIEH HAAJISKaIUM 00pa3oM.

NudopmanuonHass  0e30MACHOCTh - MEXaHU3M  3alUTHl, OOCCIICUUBAIOLIUI
KOH(HIEHIIMATIBHOCTb, LEJIOCTHOCTh, AOCTYHNHOCTb MH(OpPMALMU; COCTOSHHE 3aIlIUIICHHOCTH
WH(OPMAIIMOHHBIX aKTUBOB OOIIECTBA B YCIOBUSX Yrpo3 B MHPOPMAIMOHHON cdepe. YTposbl
MOTYT OBITb BbI3BaHbl HENPEAHAMEPEHHBIMH OLIMOKAMU IIEpCOHANA, HENpPaBHJIbHBIM
(YHKIIMOHUPOBAHUEM TEXHHUUYECKUX CPEJCTB, CTUXUHHBIMU OCICTBUSIMU WM aBapHsMHU (IIOXkap,
HaBOJHEHUE, OTKJIIOUEHHE 3JICKTPOCHA0XKEHUS, HapyILLIeHHE TeIeKOMMYHHUKAIIMOHHBIX KaHAJIOB U
T.11.), TM00 MpeTHAMEPEHHBIMH 3JI0YMBIIUICHHBIMU JACHCTBUSMH, TPUBOSAIIMMU K HAPYIICHUIO
UH(POPMALIMOHHBIX aKTUBOB OOIIECTBA.

NudopmanuonHasi cucremMa - COBOKYIHOCTb IPOIPaMMHOIO OO€CHEYEeHUs U
TEXHUYECKHUX CPE/ICTB, HCIIOJIb3YEMbIX JUIS XpaHeHHs, 00paboTKu U nepeaayd uHdopmanum, ¢
LeNnblo pemeHus 3a7ad MyHHIMNAIbHOrO OOJKETHOIO JOLIKOJIBHOIO 00pa3oBaTEIbHOIO
yupexaenus «Jlerckuii cag Ne 15 «Ckaskay r. Uepkeccka (manee — «YUpexaecHue»).

NudopmanuonHble TEXHOJOTMM - IPOLECCHl, METOJAbI IOMCKa, cOOpa, XpaHEHHS,
00paboTKH, TPeIOCTaBICHNUS, PACIPOCTPAHEHHS MH(DOPMAIIUH U CIIOCOOBI OCYIIECTBICHHS TAKUX
IIPOLIECCOB U METOMOB.

HNudopmanuonnbie pecypebl - COBOKYIHOCTh coOfepkauleics B 0a3ax JaHHBIX
uHpOpManuu 1 00ecieynBarOIUX ee 00padboTKy WH(OPMAITMOHHBIX TEXHOJIOTHIA.

Hcrouynnk yrpo3psl - HaMepeHUE WIM METOJ, HALEJICHHbIH Ha YMBIIUICHHOE
HCIIOJIb30BaHUE YSI3BUMOCTH, JTMOO CUTYyallUs UJIM METOJ, KOTOPbIe MOTYT CIIydaifHO MpPOSIBUTh
YSI3BUMOCTb.

Kondunenunanonass mndopmanus - uHPopManus ¢ OrpaHUYEHHBIM JOCTYIIOM, HE
coaepxKallas CBEIECHHUM, COCTaBIIOIIMX TIOCYJapCTBEHHYIO TalHY, JOCTYIl K KOTOpOH
OTPaHNYMBACTCA B COOTBETCTBHUH € 3aKOHOAATENbCTBOM Pocculickon denepanuu.

KonpuaeHumaabHocTh - JOCTynl K HMH(OpMAamMM TOJBKO  aBTOPHU30BAaHHBIX
II0JIb30BATENEH.

Kputnunasa undopmanus - uHdopMalys, HapylleHHE JOCTYIHOCTH, LEIOCTHOCTH,
amb0  KOH(MUICHIMATBbHOCTH  KOTOPOM, MOXET OKa3aTb HEraTUBHOE BIMSHHE Ha
(GYHKLIMOHUPOBAHUE MO/IPa3/IeICHUN YUpexaeHus] MM UHOTO BUJA yiepoa.

JlokanbHasi BbIUMCIHTENbHAsA ceTh - rpynna OBM, a Ttakxke mnepudepuitHoe
o0opynoBaHue, 00beIMHEHHBIE OJIHUM MM HECKOJbKUMH aBTOHOMHBIMH BBICOKOCKOPOCTHBIMU
KaHaJaMH Tepefayd HUQPOBBIX JAAHHBIX B IpPEJeNax OJHOTO WM HECKOIbKUX ONM3JIekKalIux
3aHUM.

MexkcereBoil 3KpaH - TPOrpaMMHO-ANNApPaTHBIA KOMIUIEKC, HWCIOJb3YEMbINH IS
KOHTpoJIs foctyna Mmexy JIBC, BXOAAIMMH B COCTaB CETH, a TAKXKE MEXKY CETBIO Y UpPEKICHUS
Y BHEIIHUMHU ceTsiMU (ceThto HTepHeT).

HecaHkumoHMpOBaHHBII A0CcTYn K HHpopManum - [ocTynl K HHpoOpMauuu,
HapyIIAKINN MPAaBUJIA PA3TPAHUYEHHS YPOBHEN MOJIHOMOYHHN MTOJIB30BATEIIEH.

ITosmmTnka wuHpOpMANMOHHOM 0€30MACHOCTH - KOMIUIEKC B3aMMOYBSI3aHHBIX
PYKOBOJSIINX MPUHIIMIIOB U pa3pabOTaHHBIX HA UX OCHOBE MPaBHII, MPOLEAYP U MPAKTHUECKUX
IPUEMOB, IPUHATHIX B YUPEKACHUU 7151 0OecrieueHus ero HHPOPMALMOHHOM 6e30MacHOCTH.

IHonb30BaTes b JIOKAJBHOW BBIYHUCIAUTEJIBHON CeTH - COTPYIHHUK OpraHU3ALHH
(IITaTHBINA, BPEMEHHBIH, paO0TaONINI IO KOHTPAKTY U T.I1.), @ TAKXKe MpoUue Juia (MOAPSITIUKH,
ayJUTOPBI U T.I1.), 3apETUCTPUPOBAHHBIN B CETH B YCTAaHOBJIEHHOM MOPSAKE U OIY4YUBIINI IIpaBa
Ha JIOCTYII K pecypcam CeTH B COOTBETCTBHU CO CBOUMU (PYHKIIMOHATIBHBIMH 00S3aHHOCTSMHU.

IIporpamMmmHoe o0ecnedyeHne - COBOKYITHOCTb NPUKIIAAHBIX IIPOIPaMM, YCTAHOBICHHBIX
Ha cepBepe uiau OBM.



PaGouasi craHuusi - NEpPCOHAIBHBIA KOMIIBIOTEP, Ha KOTOPOM IIOJB30BATENb CETH
BBINOJIHSET CBOM CIIyKEeOHbIE 00513aHHOCTH.

Perucrpanuonnasi (y4eTrHasl) 3amuch MOJb30BAaTeJdsl - BKIIOYaeT B ce0s UM
[OJb30BATENsl M €ro  yHUKaIbHBIA  LUGPOBOW  MIeHTU(UKATOp,  OJHO3HAYHO
UACHTU()UIUPYIOMUK TaHHOTO IOJIB30BATENsl B ONEPAllMOHHON cucTeMe (CeTH, 0a3e NaHHBIX,
NPUIOKEHNH U T.I1.). Perucrpannonsas 3amuch co3aeTcs aIMUHUCTPATOPOM IIPU PErUCTPALIH
M0JIb30BATENSI B OTIEPAILIMOHHOM CUCTEME KOMIIBIOTEpa, B CUCTEME YIpaBJiIeHUs 0a3aMU JaHHBIX, B
CETEBbIX JOMEHAX, NMPWIOKEHUSX M T.I. OHa TakkKe MOMKET COJAEp)KaThb TaKUE CBEIEHUS O
nosb3oBarene, kak @.1.0., Hazpanue nojpaszaenenus, teaedonst, E-mail u t.11.

PoJib - COBOKYNHOCTH MOJIHOMOYMH M NPUBMJIETHMH Ha AOCTYN K HMH(POPMALMOHHOMY
pecypcy, HEOOXOOUMBIX JJISi BBITOJTHEHHUS I0JIb30BATEIEM OIPEIeIICHHBIX (DYHKIIMOHAIBHBIX
o0s13aHHOCTEH.

OTBeTCTBeHHBIIf 3a TeXHH4YecKOe ofecreyeHHMe - COTPYIHHMK OpraHU3aLUH,
3aHUMAIOIIMICS  CONPOBOXKJICHMEM  aBTOMATU3MPOBAHHBIX  CUCTEM, OTBEHAIOUIMHA  3a
(GyHKIIMOHUPOBaHUE JOKaNbHOU ceTn «Yupexaenus» u [1K.

Yrpo3bl nHpopManMu - MOTEHLUUATBHO CYILECTBYIOLIAsi ONACHOCTb CIYYalHOTO WM
NPEJHAMEPEHHOTO pa3pyIIeHUsl, HECAHKIMOHUPOBAHHOTO TIONYYEHUS WM MOJUPHKAIIUIH
JTAaHHBIX, 00YCJIOBJIEHHAs! CTPYKTYPOH CHUCTeMbl 00pabOTKH, a TaKKe yCIOBUAMHU OOpabOTKU U
XpaHEHHS JIaHHBIX, T.€. 3TO MOTCHIIHAFHAS BO3MOXXHOCTh HCTOYHHUKA YIPO3 YCIICIIHO BHISIBUTH
OIPENIENIEHHYIO YSI3BUMOCTh CUCTEMBI.

YA3BUMOCTDH - HEIOCTATKUA WM Cia0ble MecTa MH(POPMALMOHHBIX aKTHBOB, KOTOpHIC
MOTYT MPHUBECTH K HapyIIEHUI0 HH(OPMAIMOHHON O€30MacCHOCTH IpH pealu3aluu yYrpo3 B
UH(pOpPMaLMOHHOH cdepe.

HesocTHocTh  MHGOpMamMU -  COCTOSIHME — 3alIMIIEHHOCTH  MH(oOpMaluy,
xapakrepuzyemoe crnocobHocteio AC obecrneunBaTh COXPaHHOCTh W HEU3MEHHOCTH
KOH(pUIEHIIMAIbHONH HMHGpOpPMALMK TPHU MOMbITKAX HECAHKIMOHUPOBAHHBIX WU CIy4alHBIX
BO3/ICIICTBUII Ha Hee B mpoliecce 00pabOTKU MIIM XPaHEHUSI.

DJIEKTPOHHASI MOANMUCH - UHPOPMALUS B 3JIEKTPOHHOH opMe, KOTopasi IPUCOEMHEHA K
apyroi umHpopManud B 3JIEKTPOHHOM Qopme (moAmuchiBaeMoll HHQPOpMAIMK) WX HHBIM
o0pa3oM cBsi3aHa ¢ TakoW MH(OpManueil M KOoTopas MCHOIb3YeTCs AJs ONpeAeeHUs JUIa,
MOAMKUCHIBAIOIIETO HH(OPMAITHIO.

2. BBoaHbIe M10J105KeHUS
2.1. Benenne

[Monmutuka Ub «Yupexaenus» onpenenseT e 1 3afa4n cucteMbl odecrieuenus Ub u
yCTaHaBJIMBAaET COBOKYITHOCTh MpaBuil, TpeOOBaHUN U PYKOBOJIAIIMX MPUHIUIIOB B 00nactu Vb,
KOTOPBIMU PYKOBOJCTBYETCS «YUpexkIEeHHUE» B CBOEH /1€ATEIbHOCTH.

2.2. Hean

OcHoBHbIME 11eNAMU TTONUTHKK Wb sBstoTCS 3amumTa nHpopManuu «YUpexaeHus» OT
BO3MOXKHOTO HAHECEHUs MaTepHalibHOrO, (PM3UYECKOro, MOPAJbHOIO WM HMHOTO yuiepoa,
MOCPEJICTBOM CIIYYaitHOTO WJIU MPETHAMEPEHHOTO BO3ICUCTBHUS Ha MH(GOPMAIIUIO, €€ HOCUTEIH,
nporeccel  00paboTkM W mepegauyd U oOecrmeueHue d((eKTUBHOM paboOTHl  BCero
MH(}OPMaLOHHO-BBIUNCIUTEILHOTO KOMILIEKCA MPU OCYIECTBICHUHN JESTEbHOCTH, YKa3aHHON
B [Tos10’k€HNN O NEATENBHOCTH «Y UPEKACHUS».

Obmee  pykoBoacTBOo  obecrneueHuemM Wb ocymiecTBisiercss ~ pyKOBOAMTEIb
«Yupexaenus». OTBETCTBEHHOCTh 3a OpraHU3alMI0 MeponpusaTuil mo obecnedenuto Wb u
KOHTpOJIb 3a coOmoaenneM tpedoBanuit Ub Hecer agmunucTpaTop nHGOPMAMOHHON CUCTEMBI
(AUB). OTBeTCTBEHHOCTh 32 (PYHKIIMOHMPOBAHHWE MH()OPMALMOHHBIX CHCTEM «YUPEXKICHUS
Hecer AUD.

JomxHoctHble 00s3aHHOCTH AMbBa M cHUCTEMHOro aJMHUHHCTpAaToOpa 3aKperuIsioTcs B
COOTBETCTBYIOIINX UHCTPYKIIMUSX.

CotpynHuku  «YupexaceHus» 00s3aHbl  COONIOJATh TOPSAAOK  OOpamieHus C
KOH(QUIEHIIMAJIbHBIMI JOKYMEHTaMM, HOCHUTEISIMM KJIIOYEBOM HHpOpManuu U JApYyroi
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3amumaemMol  uHpopMmaimei, cobmogare TpeboBaHus Hactosmed I[lomuTuku u  Apyrux
BHYTPEHHHUX JOKYMEHTOB «YUpekIeHUs» 10 BorpocaMm obecnieyenus Ub.

2.3. 3agaun

[Tonutuka b HanpaieHa Ha 32Ty HHPOPMALIMOHHBIX AKTUBOB OT YTPO3, UCXOASIINX
OT MPOTHBOIPABHBIX JCUCTBUM 3JIOYMBIIICHHUKOB, YMEHBIICHHUE PHUCKOB M CHIKEHUE
NOTEHIMAJIBHOTO BpeJa OT aBapHii, HEMpeAHAMEPEHHBIX OMIMOOYHBIX JEHCTBUI IepcoHaia,
TEXHUYECKUX COO0EB, HENPAaBUIbHBIX TEXHOJIOTMYECKUX M OPraHU3allMOHHBIX pELICHUH B
nporeccax o0pabOTKM, Mepedaayd W XpaHeHHs HMHPOpMaUuu U obdecreueHre HOPMaJbHOTO
(YHKLIMOHUPOBAHUS TEXHOJIOTUYECKHUX IPOLIECCOB.

HaubonpmmMyu BO3MOXKHOCTSAMH Uil HaHeceHUs ymepda «YupexaeHus» obianaet
COOCTBEHHBIN nepcoHa. JleficTBus niepcoHana MoryT ObITh MOTUBHUPOBAHBI 3JIbIM YMBICIIOM (IIpU
3TOM 3JI0YMBIIIUIEHHUK MOXET UMETh COOOLTHUKOB KaK BHYTPH, TaK U BHE «YUpeKACHUEY, JTNOO
UMETb HellpelHaMepEeHHbIH onOouHbli Xapaktep. Kareropuu Hapymmresnei 1 uX BO3MOXXHOCTH
onpenensaoTcs B «Moaenyu HapyIuTeIs».

Ha ocHOBE BEpOSTHOCTHOM OLEHKH ONIpPEIENAETCS IIEPEUYEHb aKTyalbHBIX YIPO3
0€30MacHOCTH, KOTOPBIH oTpaxaercs B «Mozenu yrpos».

Jna nporuBonelicteus yrposzam b B «YupexaeHun» Ha OCHOBE MMEKOLIETOCs OIbITa
COCTABJISIETCS IPOTHOCTUYECKAs] MOAEIIb IIPEAINOIAraéMblX Yrpo3 U MOJEIb Hapymurensd. Yem
TOYHEE C/eJaH MPOTrHO3 (COCTaBJIEHBl MOJIENIb YIPO3 U MOJIENIb HAPYLIUTENs), TEM HUXKE PUCKU
HapywmeHusa Vb npu MUHMMaIBHBIX PECYPCHBIX 3aTpaTax.

Pa3pabGoranHast Ha ocHOBe ITporuo3a noiautuka b u B cooTBeTCTBUU C HEW OCTPOCHHAs
CYUDb sBnsiercs Hanbosee NMpaBWIbHBIM U 3()(PEKTUBHBIM CIIOCOOOM JOOUTHCS MUHUMH3AIHNN
puckoB Hapymenus Ub nis «Yupexaenusn». Heo6xoaumMo yuuTsIBaTh, 4TO ¢ TEYEHUEM BPEMEHU
MEHSETCS XapaKTep yrpo3, I03TOMY CJIELYeT CBOEBPEMEHHO, HUCIIOJb3Ys JaHHbIE MOHUTOPUHIA U
ayJuTa, OOHOBJISITH MOJIENIN YIPO3 U HAPYILIUTES.

Crparerus obecnieuenust b 3akimtouaercst B HCII0JIb30BaHUU 3apaHee pa3pabOTaHHBIX MEP
IIPOTUBOAEHUCTBUSA aTakaM 3JOYMBILUIEHHHUKOB, a TaKXe IPOrPaMMHO-TEXHHUYECKHX U
OpPraHM3al[MOHHBIX PELIEHUH, MO3BOJISIIOIMIMX CBECTM K MHUHHMYMY BO3MOXXHBIE TOTEPH OT
TEXHUYECKHUX aBapHil U OIIMOOYHBIX JIeHCTBUI MepcoHaa.

3aayamMy HacCTOSIILEN OJTUTUKHU SBIISIOTCS:

- omnwucanue opranuzanuu CYUB;

- onpexaenenue [looutuk b, a iMeHHO: OMMTHKA peanu3anuy aHTUBUPYCHOM 3aIlUTHI;
NOJIMTUKA YYETHBIX 3allUCed; TIOJUTHKA IpenocTaBieHus poctyna k WP; nonuruka
UCIIONIb30BaHUsl Mapojieil; mnonuTuka 3amutel APM; mnonuTuka KOH(HIEHIIMAIBHOTO
JIEeTI0NIPOU3BO/ICTBA;

- omnpejaesieHre nopsaka conporoxaeHus UC Yupexaenus.

2.4. O6gacThb aAecTBHSA

Hacrosimass [lonuTuka pacnpocTpaHseTcss Ha BCEX COTPYIOHUKOB «YUPEKACHUS» U
o0si3aTebHa JIJIs1 HCTIOTTHEHUSI BCEMH €T0 COTPYIHUKAMU U JIOJHKHOCTHBIMU JniaMH. [lomoxeHust
HacTosimie [loMUTUKM TpUMEHUMBI [AJisi KCIOJb30BaHUS BO BHYTPEHHUX HOPMATHUBHBIX U
METOJMYECKHUX JIOKYMEHTAaX, a TAKXKE B JIOTOBOpax.

2.5. Ilepuoa nelcTBUS U MOPSIAOK BHECEHUS M3MEHECHU I
Hacrosmas [lonmntrka BBoguTcs B AeiictBue [Ipukazom pykoBoauTens «Y YpexxIeHUI.
[lonuTka IpU3HAETCS YTPAaTHUBINEH CWIy Ha OCHOBaHMM IIpukasa pykoBoauTens
«YupexnaeHus». I3MeHeHus B MOJUTUKY BHOCATCS [IpukazoM pykoBoIUTENST «YUpPEKICHUS».
WMunnyaTtopaMu BHECEHHS] M3MEHEHHMH B TOJIMTHKY HMH(OPMAIMOHHOW O€30MacHOCTH
ABIIAIOTCA:

- PYKOBOIUTENb «YUpPEKICHUS,



- aJIMHHHCTPATOp MH(OPMAIIMOHHON 0€30MacHOCTH.

[TnanoBas akTyanu3anus HaCTOSILEH OJIUTUKU IPOU3BOAUTCS €KETOIHO U UMEET LIENbIO
IIPUBE/IEHNE B COOTBETCTBUE ONPEEIICHHBIX ITOJIMTUKOMN 3alIUTHBIX MEP peajibHbIM YCIOBUSAM U
TEKYLUM TpeOOBAHUAM K 3aIIUTE UH(DOPMALIHH.

BuemuanoBast aktyanuzanus nonutuka b u mpousBoautces B 0053aTENbHOM MOPSIKE B
CJIEAYIOUIMX CITy4asix:

- Tpu u3MeHeHnH noiuTHKU Poccuiickoit @enepannu B obnactu Wb, yka3zoB 1 3aKOHOB
Poccutickoii deneparuu B 00aCTH 3aTUTH HHPOPMAIINH,

- IpU U3MEHEHUHM BHYTPEHHUX HOPMATHUBHBIX JOKYMEHTOB (MHCTPYKLHH, IOJOXKEHUMH,
pPyKOBOJCTB), Kacatouuxcst Ub «Yupexaenus»,

- IpU MPOUCHIECTBUHM U BBISBICHUM WHUUACHTA (MHIMIEHTOB) Mo HapymeHuto Ub,
BJICKYIIETO ymepO «YUperacHUs».

OTBeTCTBEHHBIMU 3a aKTyanu3anuio noauTuku Vb (MIaHoByIO M BHEMJIAHOBYIO) HECET
AUB.

KouTponb 3a ucnonHeHreM TpeOOBAHUN HACTOSIICH MOJUTHKU U MOJACpKAHHEM €€ B
aKTyaJIbHOM COCTOsIHUU Bo3naraercs Ha AWba.

3. lomuTKU MH(POPMAIUOHHOMN 0€30MACHOCTH «Y UpPeKTeHUD)

3.1. Ha3HayeHue MOJTUTHK HH(POPMAIMOHHOI 6€301aACHOCTH

IHonmutuku UBb «YupexaeHus» - 3T0O COBOKYIIHOCTb HOPM, IIPaBUJI U IPAKTHYECKHUX
pEeKOMEeHIaui, Ha KOTOPBIX CTPOUTCS YIPAaBJICHHUE, 3aIUTa U paclpenesieHue nHpopMaun B
«YUpexxICHUM.

[Tonutuku b oTHOCATCS K aAMUHUCTPAaTUBHBIM MepaM obecnieuenust b u onpenenstor
cTpaTeruto «YupexaeHus» B obnactu Ub.

[Tomutukn Wb pernamentupytoT 3¢ ¢dexktuBnyto padory C3U. OHu 0XBaThIBalOT Bce
ocobeHHOCTH Tmpolecca 00paboTku uHpopmanuu, onpenenss mnoseaeHune MC u  ee
MOJIB30BaTeNe B pasnuyHblX curyauusx. Ilomutukn Wb peamusyrorcs mocpenctsom
a/IMUHUCTPATUBHO- OPTaHU3ALMOHHBIX Mep, (PU3NYECKUX U MPOTrPAMMHO-TEXHUYECKUX CPEACTB
Y ONIPENIEIAET QpXUTEKTYPY CUCTEMBI 3alIUTHI.

Bce noxymeHTanbHO opopMiieHHbIE penienus, popmupyromue [TonuTuku, 101KHbI ObITh
YTBEPKJICHBI PYKOBOJIUTEIEM «Y UPEXKICHUS.

3.2. OcHOBHbBIE NPUHIUIIBI 00ecTieyeHus] HH(POPMAIIMOHHOMH 0€30NaACHOCTH

OcHOBHBIMU TpUHIMIIaMu obectieuenus UMb sBisitoTes crneayromue:
- TIOCTOSIHHBIA M BCECTOPOHHHUH aHaIN3 WH(POPMALMOHHOTO MPOCTPAHCTBA «YUPEKICHHUS» C
[EJTbIO BBISIBIICHUS YSI3BUMOCTEH WH(OPMAIIMOHHBIX aKTHBOB,
- CBOEBpPEMEHHOE OOHapykeHHe MpoOsieM, MOTEHIHAIbHO CHOCOOHBIX mMoBIMATE Ha Wb
«YupexxaeHus», KOppeKTUPOBKA MOJENIEN yIpo3 U HApYIIUTEN;
- pa3paboTka W BHEAPEHUE 3AlIUTHBIX MEp, aJEKBATHBIX XapaKTEPy BBIIBICHHBIX YIPO3, C
Y4eTOM 3aTpaT Ha uX peanu3anuio. [Ipu 3ToM Mepsl, mpuHuMaembie 1uisi obecrieuenus Wb, ne
JIOJKHBI  YCJIOKHSTh JIOCTHKEHUE YCTABHBIX LeENel «YUpexKIEeHHs», a TakKe IOBBIIIATH
TPYIOEMKOCTh TEXHOJIOTHYECKUX MPOIECCOB 00pabOTKH MHGOPMAIIIH;
- KOHTPOJIb 3 (PEKTUBHOCTU MPUHUMAEMBIX 3alIUTHBIX MEP;



- TepcoHU(UKAIMS U aIeKBaTHOE pa3zielICHHE POJiei 1 OTBETCTBEHHOCTH MEXK/y COTPYIHUKAMHU
«YupexxaeHus», UCXOAs W3 NPUHLUINA [EPCOHAIBHOW W E€IMHOJIMYHOM OTBETCTBEHHOCTH 3a
COBEpILAEMbIE OIIEPALIUH.

3.3. CoorBercrBHe [oanTHKHN 6€30NMACHOCTH A€l CTBYIOIEMY 3aKOHOIATEIbCTBY
IIpaBoBYI0 OCHOBY IOJIMTHK COCTABJISIIOT 3aKOHbI Poccuiickon Penepauuu U Ipyrue
3aKOHOJATEJIbHBIE aKThl, ONPENCISAIONINE IPaBa U OTBETCTBEHHOCTh I'Pa)KAaH, COTPYAHUKOB U
rocynapcTBa B cepe 0€30macHOCTH, a TakkKe HOPMATUBHBIC, OTPACIEBBIC U BEIOMCTBEHHBIC
JOKYMEHTBbI, 10 BolpocaM ©0e30macHOCTM HH(OpPMAlMM, YTBEP)KICHHbIE OpraHamu
rOCyapCTBEHHOTO YIPABIEHUS Pa3IMYHOIO YPOBHS B IPEJEIIaX UX KOMIIETCHLINH.

3.4. OTBeTCTBEHHOCTH 32 peaTu3aluIo NOJUTHK HH(POPMAIHOHHOI 0e3011aCHOCTH

OTBETCTBEHHOCTH 32 pa3pabOTKy Mep M KOHTPOJb OOECICUCHHSI 3aIUThl HH(POPMAIHH
Hecér AUD.

OTBETCTBEHHOCTH 32 PEAU3ALIMIO ITOJIUTUKH BO3JIAraeTcs:

- B 4YacTH, Kacarolehcs pa3pabOTKu M aKTyajJu3ally MPaBHJI BHEIIHETO JOCTyINa M
yIpaBjeHUs 10CTYIIOM, aHTUBUPYCHOM 3aiuThl - Ha AlBa;

- B 4acCTH, Kacarouleics JOBeIeHUs IPABUJI OJUTHK A0 COTPYIHUKOB « Y UPEKIACHUSI», a
TaK)Ke MHBIX JUII (CM. 001acTh JEHCTBUS HAacTOsIIeH monuTuku) - Ha AUba;

- B YaCTH, Kacawllehcs HCIOJHEHHs MPaBWJ MOJUTHKH, - HAa KaXJIOT0 COTPYIHHKA
«YupexxIeHHs», COracHO MX JOJDKHOCTHBIM U (DYHKIIMOHAIBHBIM 00S3aHHOCTSIM, U MHBIX JIUIL,
MOTAIAOIIUX MO/ 00TaCcTh IEHCTBUS HACTOSIICH MOTUTHUKH.

3.5. IopsiAoK MOATrOTOBKH MEPCOHAJIA MO BONMPOcaM HH(POPMAINMOHHOI 0€30MACHOCTH H
JAOMYyCKAa ero K pabore

Opranuzanys o0y4eHHsI COTPYAHHUKOB «YupexzaeHus» B odmactu b Boznaraercs Ha
Alba. OOyuenue mpoBoautcs corjacHo [lmanHy, yTBEpKIEHHOMY PYKOBOAHUTEIIEM
«YUpeKICHUS.

[Tonmucu coTpyqHUKOB 00 O3HAKOMJIGHMH 3aHocsATcs B <«OKypHanm mnpoBeneHus
MHCTPYKTaXka 10 UHPOPMAIIMOHHON 0€3011aCHOCTI.

Honyck nepconana k pabote ¢ 3ammmaeMbiMu WP «YdpexaeHus» ocCylecTBIseTCs
TOJIBKO TIOCJIE €r0 O3HAKOMJIEHHS C HACTOSLIMMM MOJUTHKAMH, a TaKXKe I0CIE O3HAKOMJICHUS
nonb3oBareneid ¢ «llopsakoM paboThl mMonb30BaTeNei» YUpexIeHUs», a TakkKe HHBIMU
UHCTPYKUUsAMHU Tonb3oBareneid otnenbHbix HWC. Corimacue Ha coOnojieHHE MpaBWil U
TpeOOBaHUI HACTOSIIMX TMOJUTUK TOATBEPXKIAAETCS MOJINUCIMU COTPYIHHKOB B «KypHane
IPOBEIEHUS MHCTPYKTaXKa 10 HHPOPMAITMOHHON 6€3011aCHOCTHY.

Homyck nepconana k padore ¢ KM ocymectsusieTcs: mocie o3nakomiieHus ¢ «llopsakom
OpraHu3ay padoThl ¢ AEKTPOHHBIMU HocuTensiMuy. [IpaBuna nonmycka k padore ¢ P nui, He
ABIISIOIIUXCSI COTPYAHUKAMU «YUPEKIECHUSN», ONMPENESIOTCS Ha JOTOBOPHOW OCHOBE C 3TUMU
JMIIAMU WU C OPTaHU3alUsAMU, IPEJCTaBUTEIIIMU KOTOPBIX SIBJIAIOTCS 3TH JIMLA.

3.6. 3amuiaemMble HH(POPMAIUOHHBIE PEeCYPChI «Y YpexKIeHUsD)



3amuiaembie THPOPMAITMOHHBIE PECYPCHI OMPENEISAIOTCS B COOTBETCTBUU ¢ «llepeunem
3aIAIIAEMBIX PECYpPCOB», YTBEP)KIaeMbIM COOTBETCTBYIOIUM [IpuKazoM pyKOBOJMTEIS
«YUpexKICHUS.

4. otk nHGOPMALMOHHOI 0e30IACHOCTH

4.1. lToanTHKA NPeAOCTABJIEHHUS J0CTYNA K MH(POPMAITUOHHOMY pecypcy

4.1.1. Haznauenue
Hacrosimas [lonutuka onpenenseT OCHOBHBIE ITpaBuJia MPEAOCTABICHUS COTPYAHUKAM JOCTYIA K
3ammiaeMbiM P «Yapexnenus».

4.1.2. IlonoxxeHue NOJUTHKU
[TonoxxeHust TaHHOW MOJUTHUKHU onpeAesieHbl B «I1010keHnN 0 pa3peUTENLHON CUCTEME
JIOIyCKay, YTBEPK1aeMOM cooTBeTCTBYOIMUM [Ipukazom 3aBenyromero YupexaeHus.

4.2. IloIMTHKA YYeTHBIX 3anucei

4.2.1. Haznauenue
HacTrosmas noauTika onpeneseT OCHOBHbIE IIPABUJIa IPUCBOEHUS YUETHBIX 3alMCEl
M0JI30BATEISIM HH(POPMAIIMOHHBIX aKTHBOB «Y UPEKICHUS.

4.2.2. IlonoxeHne NOIUTUKU
PerucrpanuonHnsle y4eTHbIE 3aIIMCH TIOAPA3EIAIOTCS HA:

— II0JIb30BATEIbCKUE - MPEJHA3HAYECHHbIE I MJIeHTU(UKaLu/ayTeHTU(PUKaLuu

H0JIb30BaTeNe HHPOPMALMOHHBIX AKTUBOB «YUPEKICHUAN;

— CHUCTEMHBIE - HCIIOJIb3YEMBIE IS HYKJl OIIEPALIMOHHON CUCTEMBI;
— ciIy)XeOHbIe - IpeAHa3HaYeHHbIE I o0ecTiedeHrsl ()yHKIIMOHUPOBAHUS OT/ACTBHBIX

IIPOLIECCOB MJIU ITPHIIOKEHU M.

Kaxnomy mnonb3oBarento HHPOPMALMOHHBIX aKTUBOB «YUPEXICHHsS» Ha3zHAdaeTcs
YHUKAJIbHAs T10Jb30BATENIbCKasi PETUCTPAlMOHHAs ydeTHas 3anuchk. Jlomyckaercs mnpHBs3Ka
Oosee ONHOM MONB30BATENBCKOM YYETHOM 3amucH K OJHOMY M TOMY JK€ IOJIb30BaTENI0
(HampuMmep, UMEIOIINX PAa3INYHBIA YPOBEHb MOJTHOMOYHNN).

B obmem ciydae 3ampemieHo co3AaBaTh M MCIOIb30BaTh OOIIYIO MOJIb30BATENbCKYIO
YUETHYIO 3alliCh JUIsl TPYIIbI Mojb30BaTeneld. B cimydasx, xorga 3To HE0OXOIUMO, BBUAY
0COOEHHOCTE aBTOMAaTU3MPyeMOro Ou3Hec- IMpolecca WIM OpraHu3aluM Tpyna (Hampumep,
IIOCMEHHOE JIeYpPCTBO), MCIOJb30BaHUE OOIIEH YYETHOM 3amUCH JI0JKHO COMPOBOKIATHCS
OTMETKOH B JKypHaj€ YydeTa MAaIlMHHOTO BpPEMEHH, KOTOpas JODKHA OJHO3HA4YHO
UACHTU(PUIIMPOBATh TEKYLIEro BIaJeNblla YYEeTHOW 3alluCU B KaXKIbIH MOMEHT BpPEMEHHU.
OnHOBpEeMEHHOE HCIOJIb30BAHUE OJHOM OOIIel MONb30BaTEIbCKOM YUETHOM 3alucH pa3HbIMU
MIOJIB30BATEISIMU 3AMPEIIEHO.

CucTeMHbIe perucTpallMOHHbIE YUETHBIE 3aMTUCH (POPMHUPYIOTCS ONIEpAlIHOHHON CHCTEMOM
W JOJDKHBI HCIIOJB30BAaThCS TOJNBKO B CIIy4asX, MPEANUCAHHBIX JOKyMEHTallel Ha
OIIEPALIMOHHYIO CUCTEMY.

CrnyxeOHble perucTpallMOHHbIE YUETHBIE 3allUCH MCIOIb3YIOTCS TOJBKO IS 3alycka
CEPBHCOB WM NPUIOKEHUH.

Hcnonp30BaHnE CHCTEMHBIX MM CIYXKEOHBIX YYETHBIX 3aluced NJs perucTpanuu
II0JIB30BATENEH B CHCTEME KATETOPUYECKH 3aIIPEILEHO.

4.3. ITouTHKA UCIOJIB30BAHUS NaPOJIeH
4.3.1. Haznauenue
Hacrosmas [Tonutrka onpenensieT OCHOBHbIE IIpaBUila MapOIbHOM 3aLIUTHI B «Y UPEIKICHUN.
4.3.2. TlonoxeHus NOJTUTUKH
ITonoxenus MONUTUKHU 3aKpeIuIAtoTCs B «llopsake mo opraHu3anuy napoabHOM 3aUThD).
4.4. lToauTHKA peajn3alui AHTUBUPYCHOM 3alIIUThI
4.4.1. HaznaueHnue



Hacrosimas [Tonutuka onpeaenseT OCHOBHBIC MTPaBHIIa IS PeaTu3allii aHTHBUPYCHON 3alTUTHI
B YUpeKICHUH.

4.4.2. IlonoxeHus MOJIUTUKH
[TomoxeHus MOMUTHKHU 3aKpeTuIsTIOTCs B «llopsiike o MpoBEACHUIO aHTUBHPYCHOTO KOHTPOJIS.

4.5. lToauTHKA 3alIUTHI ABTOMATU3MPOBAHHOI0 pado4ero Mecra

4.5.1. Haznauenue
Hacrosmas [lonuTuka onpenenseT OCHOBHbBIE MpaBUiia U TpeOOBaHUS MO 3a1UTe HHPOPMAIIH
YupexaeHus OT HEaBTOPU30BAHHOTO JOCTYIIA, yTPAThl WIIA MOAU(DUKAITAH.

4.5.2. [lonoxxeHus MOJUTUKHU
[Tonoxenus qaHHOM MOJUTUKH OMIPEACIIAIOTCS B COOTBETCTBUU C UCIIOJIB3YEMbIM TEXHUUYECKUM
pelieHueM.

5. llpodminakTka HapylIeHH# MOJUTHK HH(POPMALMOHHOMH 0e30I1aCHOCTH
[Tox mpodumnakTrkoit HapymeHui momuTuk Vb moHnMaeTcsi mpoBeIeHUE PerjIaMeHTHBIX
pabor mo 3amuTe uUHGOPMALMK, MPEAYNpexJACHUEe BO3MOXKHBIX Hapymenuit Wb B
«YupexxJIeHun» 1 MPOBEACHUE pa3bsCHUTENbHOM padoTsl o Ub cpenu monb3oBareneii.
[TonoxkeHus ompeneneHbl JOKYMEHTamMH, yTBepxkIeHHbIMU [Ipukazom «O0 o0yueHHH
COTPYJIHUKOB MpaBUiaM 3aiuThl HHGopMaruny, u «IlopsaKoM TEXHUYECKOrO OOCITYKHBAHHS
CPENCTB BBIUNCIUTEILHOU TEXHUKI.

5.1. JInkBuAaUA MOCTAEACTBUIA HAPYIIEHUS NOJUTHK HH(OPMALTMOHHOM
0e30macHOCTH

AWD, nucnionb3ys NaHHBIE, NTOJIYYEHHBIE B PE3YJIbTAaTe NPUMEHEHUS MHCTPYMEHTAIBHBIX
CpPeACTB KOHTPOJs (MoHHTOpHHTa) Oe3zonacHoctu uHpopmanuu MC, mommkeH CBOEBPEMEHHO
oOHapyxuBaTh Hapymenuss Wb, ¢axrer ocymectsaenuss HCJ[ x 3ammmaemsiv UP u
MpeIPUHUMATD MEPBI IO UX JIOKAIHU3ALNH U YCTPAaHEHHUIO.

B cnyuyae o6HapyxeHus noacucTeMoil 3ammThl nHGopManun ¢akrta Hapymenus UMb win
ocymecteienuss HCJl k 3amumaembeim P UC pexomennyercst yBenomuth Alba, u nanee
CJIEI0BAaTh UX yKa3aHUIM.

HeiictBust Allba u agmuHucTpaTtopa WH(GOPMAlMOHHONW CHUCTEMBI IpPH IpU3HAKAX
HapyleHUs TMOJIUTUK HWHPOPMALMOHHOW O€30MacHOCTH PErjIaMEeHTHPYIOTCS CIeAYIOIUMHU
BHYTPEHHUMHU JIOKYMEHTAMHU:

- PErJIaMeHTOM I10JIb30BaTelIs;
- TOJIUTUKON MH(POPMAIIMOHHON 0€301acHOCTH;
- periaMeHTOM aJMHHHUCTpaTopa MH()OPMAITMOHHON 6€30MaCHOCTH;
- PErJIaMeHTOM CUCTEMHOTO a]IMUHUCTPATOpA.
[Tocne ycTpaHeHUs MHUUAEHTa HEOOXOAMMO COCTaBUTh aKT O (paKTe HApPYLIEHUS U MPUHATHIX
Mepax II0 BOCCTaHOBJIEHHIO paborocrnocoOHocTn MC, a Takke 3aperucTpupoBarh (axT
HapyILICHU B )KypHaJe yuyeTa HapyIIeHUH, TUKBUIAIUHN UX IPUYUH U TIOCIECTBUMA.

5.2. OTBercTBeHHOCTH 32 Hapywmenue IloauTuku 6esonacHocTH

OTBETCTBEHHOCTH 3a BbITOTHEHNE NpaBuil [1b HeceT KakIbIi COTPYAHUK «Y UPEIKICHUSD)
B pPaMKaX CBOUX CIIY)KEOHBIX 00S13aHHOCTEH M MTOJTHOMOYHH.

Ha ocnoBanuu crt. 192 TpymnoBoro kozekca Poccuiickoit ®enepauuul COTPYIHUKH,
Hapymaomue tpedoBanus [1b «YupexaeHus», MOryT ObITh NMOABEPTHYTHI JUCIUILUIMHAPHBIM
B3BICKAHUSM, BKIIIOUasl 3aMEYaHKE, BHITOBOP U YBOJIHHEHHE C PaOOTHI.



Bce coTpynHukn HeCyT mepCcoOHaIbHYIO (B TOM YMCIIE MAaTEPUAIIbHYI0) OTBETCTBEHHOCTD
3a MPSMOM JACHCTBUTEIBHBIN yIIepO, MPUUNHEHHBIH «YUPEKIACHUIO» B pe3yJbTaTe HaAPYyIICHUS
umu nipaBud noautuku Wb (Ct. 238 TpynoBoro konekca Poccuiickoit denepanun).

3a HempaBOMEPHBIN JOCTYN K KOMIBIOTEPHON MHGOpMAIUU, CO3/IaHUE, UCIIOIb30BAHKE
WIH paclpoOCTpaHEHUE BPEIOHOCHBIX IPOrpaMM, a TaKKe HapyIIeHHE MPaBWJI SKCILTyaTalluu
OBM, cneacTBUeM KOTOPBIX SBHIIOCH HapylieHHe padoTel DBM (aBTOMaTH3MPOBAHHON CHCTEMBI
00paboTku wWHPOpPMAIMU), YHHYTOKEHUE, OJOKMPOBAHUE WM MOTUGUKAIMS 3allUIIaeMon
uH(pOpMAIIUU, COTPYAHHUKH «YUPEXKIEHHUS» HECYT OTBETCTBEHHOCTh B COOTBETCTBHUHU CO
cratbsamu 272, 273 u 274 YronosHoro kojaekca Poccuiickoit @enepanuu.



